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 Who: The Ragnar Locker ransomware group (presumably) 
attacked the french Hospital Center Sud Francilien.

 What: Ransomware attack in which the hospital's central digital 
infrastructure and patient files were encrypted.

 When: Saturday evening, 20 August 2022. When: Saturday evening, 20 August 2022.

 Where: At the Hospial Center Sud Francilien in Corbeil-Essones, 
south-east of Paris, France.

 Why: To demand a ransom of $10 million.

 How: By a ransomware malware. More detailed information is 
currently not available.

Cluley, G. (2022)



French cyber law:

“The French Penal Code does not contain any explicit provisions 
regarding the individual offences Reference to digital forms of 
inspection.”

The offenders could be guilty of the following offences:

 Extortion French crime law Art. 312-1 & 312-2:

“Extortion is committed by anyone who obtains, by force, the threat 
of force, or coercion, a signature, an obligation, a waiver, the 
disclosure of a secret, or the delivery of money, valuables, or any 
property. The rapacious extortion is punishable by seven years in 
prison and a fine of EUR 700,000.”

Deutscher Bundestag (2019); Bijus (2016)



 Sabotage French crime law Art. 411-9:

"Anyone who destroys, damages, misappropriates 
documents, devices, buildings, pieces of equipment, facilities, 
machines, technical systems or systems for automated data 
processing or causes defects in them will be punished with 
15 years imprisonment and a fine of EUR 1,500,000 if these 15 years imprisonment and a fine of EUR 1,500,000 if these 
actions are capable of harming basic national interests. If the 
same act is committed to serve the interests of a foreign 
power, a foreign or foreign-controlled enterprise, or a foreign 
or foreign-controlled organization, it is punishable by 20 
years imprisonment and a fine of EUR 2,000,000

Bijus (2016)



 Negligent attack on life French crime law Art. 221-6: 

”carelessness, inattention, negligence, or by breach of a duty of 
safety or care imposed by law or other regulation, causes the death 
of another, commits negligent homicide and is punishable by three 
years in prison and a fine of EUR 300,000. In the event of a 
deliberate violation of a security or duty of care imposed by law or deliberate violation of a security or duty of care imposed by law or 
other regulations, the penalties increase to five years in prison and a 
fine of EUR 500,000.”

Bijus (2016)



Federal Bureau of Investigation (2019 & 2021)



Federal Bureau of Investigation (2021)



Federal Bureau of Investigation (2021)



Federal Bureau of Investigation (2021)
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